
Cyber Security

Christchurch & Dunedin client update 6/7 June 2017 –
abridged version





analogy



We all are

Who is responsible anyway ?



• GCSB – NCSC
• CERT NZ
• NETSAFE
• DPMC –NCPO
• IoD
• MoH - DAB

• DIA – GCIO
• MBIE
• NZ Police
• ISACA
• CSX
• Connect smart

Resources a plenty 



cert.govt.nz/businesses-and-
individuals/guides/



connectsmart.govt.nz



iod.org.nz/Governance-Resources/





ncsc.govt.nz/about-us/





ict.govt.nz



netsafe.org.nz/advice/business/



dpmc.govt.nz/ncpo



business.govt.nz/news/webinar-keeping-your-
small-business-safe-online/



NZ Police



protectivesecurity.govt.nz



gcsb.govt.nz/publications/the-nz-
information-security-manual



healthitboard.health.govt.nz



Isaca.org



https://cybersecurity.isaca.org/csx-
nexus



• Legal liability
• Third party risk (credit card details etc)
• Intellectual property
• Reputation
• Client details / data
• Financial risk
• Interruption of service
• Non-fulfilment
• Remediation costs

Understand the risks…



• Treat or minimise
o Managed security services
o In-house capability
o Education

• Transfer
o Insurance

• Accept
o Understand what your accepting
o Business continuity planning

and then manage them



• The basics make a big difference

• Keep improving
o Measures work best if you and your team remain current

• Educate others
o Push for improvement internally and externally
o Your security is linked to that of others

What else



Apple - Siri



A toaster



IoT toaster





Information systems audit team 



• Policy
• Education
• Add/remove/change users
• Password settings
• Unique ids
• Remote access
• Firewalls, intrusion 

detection

• Periodic user reviews
• Super user
• Domain access
• Events & logs – monitoring
• Detect & protect from 

malware
• Physical security

Manage security services - scope



Take action today
Do not wait until it is too late
Get cyber on your agenda before it becomes the agenda
Educate yourself
Educate your family
Educate your staff & peers

Do not click that link

Next steps



Alan Clifford – Director, ISAA

Alan.Clifford@auditnz.govt.nz

021 453 351

Many thanks – and good luck

Questions?

mailto:Alan.Clifford@auditnz.govt.nz
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